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ARTIFICIAL INTELLIGENCE

• Brief Historical Perspective – Evolution of 

the AI Revolution

• AI Technology Speak – Deep Learning

• Current Trends in AI Technology

• Big Data

• Generative AI & Large Language Models

• INDIA-AI Initiative

• AI Initiatives in India & Armed Forces
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EVOLUTION OF ARTIFICIAL INTELLIGENCE
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EVOLUTION OF ARTIFICIAL INTELLIGENCE
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COGNITIVE SKILLS
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CONSTITUENTS OF ARTIFICIAL INTELLIGENCE
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TYPES OF ARTIFICIAL INTELLIGENCE
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DEEP LEARNING
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NEURAL NETWORKS

NEURON ANN

GYAN SETU 13 April 2024             Enhancing Awareness – AI & Cyber Security         Brigadier Kanwal Rajiv  Anand          11
 



AI TRENDS – MACRO VIEW

• HANDMADE AI

• STATISTICAL LEARNING

• EXPLAINABILITY AND GENERATIVE AI

• ARTIFICIAL INTUITION

• UNSUPERVISED LEARNING
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AI TRENDS – MICRO VIEW
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AI TRENDS – MICRO VIEW
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AI ADOPTION ACROSS SECTORS IN INDIA
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BIG DATA – REAL LIFE EXAMPLES 

NETFLIX 

• User preferences

• Personalized recommendations. 

GOOGLE 

• Provide personalized experience. 

• Predictive text in emails

• Optimized navigation directions

ZOMATO

• Image processing

• Extracting reviews 

• Product optimization

• Build recommendation engines - personalisation
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BIG DATA – SECTORAL EXAMPLES

• HEALTHCARE – SHIFT FOCUS FROM INTERVENTION TO PREVENTION to deliver more 

informed care choices, predict patient risk factors, and deliver better, patient-focused 

healthcare experience. E.G. PREVENT LIFESTYLE DISEASES

• INVENTORY MANAGEMENT – purchasing, distribution, order fulfillment, retail 

inventory management, and financial optimisation. E.G. EXPENDABLE ITEMS

/RUNNING SPARES PROCUREMENT

• PREVENTIVE MAINTENANCE - better predict and resolve maintenance 

requirements, correlate quality issues to machine and environmental factors, reduce 

downtime, and improve quality. EG MATERIAL FAILURE IN AVIATION ASSETS

• SUPPLY CHAIN MANAGEMENT - Planning decisions to demand forecasting, 

distribution and replenishment, supply chain execution E.G. WINTER STOCKING IN

HIGH ALTITUDE AREAS
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 BIG DATA IN MILITARY OPERATIONS

• Tactical Level

• Situational Awareness

• Decision Making

• Operational Level

• Conventional Operations – Intelligence Surveillance and Reconnaissance 

(ISR) Grid

• Counter Insurgency/ Counter Terrorism Operations – Co-relation For 

Predictive Analysis

• Strategic Level

• Synergising triad of Technical, Human Intelligence and Satellite Imagery

• National Level – Data fusion for various Joint Intelligence Committees

• CROSINT – Crowd Sourced Int

(Sensors + Networks + 
Information Systems Applications) 

(Sensors + Networks + 
Information Systems Applications) 
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AI IN ISRAEL – HAMAS CONFLICT

• The Alchemist provides  commanders in battle-field with 

real-time alerts of possible threats, sent directly to their 
handheld tablets

• HASBORA - The Gospel supports target analysis and 
identification. Gives targeting recommendations, thereafter 
finalized by human analysts

• Depth of Wisdom was deployed to map Gaza’s tunnel 

network. Provides a “full picture of the network both above and 
below ground with details, such as the depth of the tunnels, their 
thickness and the nature of the routes” 

• Fire Weaver Smart Trigger System for fire control

• Clarity – Anti – deepfakes
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https://brill.com/view/journals/ihls/aop/article-10.1163-18781527-bja10088/article-10.1163-18781527-bja10088.xml?language=en&ebody=pdf-96202


GENERATIVE AI (CHATBOTS) 

- HIGH TECH PLAGARISM TOOLS ?

 
USERS  

MISPLACED
OPTIMISM 

TECHIES
INFORMED

SCEPTICISM 
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LIMITATIONS OF GENERATIVE AI 

 Skill Set

• Social Workers – Empathy, Emotional Intelligence, Critical Thinking

• Health Care Professionals – Complex Decision Making, Empathy, Adapting 
to new situations

• Teachers – Creativity, Adaptability, Human Interaction

• Scientists – Creativity, Critical Thinking, Problem Solving

• Lawyers – Interpretation, Reasoning, Judgement

Tech

• AI Hallucinations - Inconsistent factual accuracy

• Lack deductive/logical reasoning - No cognitive architecture - 
epistemologically blind to what it knows it knows and its known unknowns 

• Misinformation Tool - fake news

• Not Search Plus

•
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COGNITIVE BIAS IN GENERATIVE AI 
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EXPECTATION       REALITY



LARGE LANGUAGE MODELS (LLM) 
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INDIA – AI INITIATIVE

• Support for Computing and AI 
chips

• Marketplace for AI as a 
Service

• Funding for Startups

• Non-personal Datasets 
Platform

• IndiaAI FutureSkills

• Centre for Application 
Development https://indiaai.gov.in/
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INDIA-AI INITIATIVE 
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AI REGULATION IN INDIA
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INDIA-AI INITIATIVE 
 

GYAN SETU 13 April 2024             Enhancing Awareness – AI & Cyber Security         Brigadier Kanwal Rajiv  Anand          30
 



 

INDIA-AI INITIATIVE 
 

GYAN SETU 13 April 2024             Enhancing Awareness – AI & Cyber Security         Brigadier Kanwal Rajiv  Anand          31
 



 

INDIA-AI INITIATIVE 
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INDIA-AI INITIATIVE 
 



 

INDIA-AI INITIATIVE 
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HANOOMAN - GPT 

 
Who

• BharatGPT Research Group -  led by IIT 
Bombay along with 7 other elite Indian 
engineering institutes. 

• Backed by GOI Science Department

• In conjunction with Reliance’s telecom and 
retail operations; Seetha Mahalaxmi Healthcare 
(SML)

What

• Series of Large Language Models (LLMs) that 
can respond in 11 Indian languages like Hindi, 
Tamil, and Marathi, with plans to expand to 
more than 20 languages. 

• Multimodal AI tool, which can generate text, 
speech, videos

Why - work in four fields, including health care,
governance, financial services, and education.

When – Launch in 2024
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MAJOR APPLICATION AREAS OF HANOOMAN - GPT 

 GENERAL APPLICATION AREA SPECIFIC APPLICATION USE CASE

HEALTHCARE MAKE IT EASIER FOR DOCTORS AND 

PATIENTS TO KEEP RECORDS AND 

SUMMARISE THEM

CONVERSATIONS OF DOCTOR – PATIENT IN NATIVE 

LANGUAGES WILL BE RECORDED AND HANOOMAN WILL 

SUMMARISE THEM USING AUTOMATIC SPEECH 

SUMMARISATION 

EDUCATION SUPPORT TO RURAL SCHOOLS ASSIST SCHOOL GOING CHILDREN IN RURAL AREAS WITH 

HOMEWORK, ESPECIALLY THOSE WHOSE PARENTS 

CANNOT ASSIST THEM

GOVERNANCE ENHANCING CITIZEN ENGAGEMENT 

AND IMPROVING ACCESS TO GOVT 

SERVICES

AUTOMATE PROCESSES OF GOVT CUSTOMER SERVICE 

KENDRAS

FINANCIAL SERVICES MAKING FINANCIAL PRODUCTS AND 

INFORMATION MORE ACCESSIBLE AND 

UNDERSTANDABLE FOR WIDER REACH

PERSONAL INSURANCE AND INVESTMENTS
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INDIAN NAVY - GPT 

 

https://youtu.be/7v3aTl9gUrw?si=L2lTyoau
NMkYDUHx
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CHAT GPT – MILITARY APPLICATIONS

RUSSIA – UKRAINE WAR KASHMIR

ISSUES

• IRRATIONALITY OF HUMAN BRAIN

• ARTIFICIAL STUPIDITY

• BEYOND LOGIC / REASONING
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AI - THE LARGER ETHICAL ISSUE

NEW YORK TIMES – 03 MAY 2023

BBC NEWS – 03 MAY 2023
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SUGGESTED READING

https://indianarmy.nic.in/writereaddata/adb-
documents/Compendium%20of%20Problem%20
Definition%20Statement%202023.pdf

Lieutenant Colonel Akshat Upadhyay
CLAWS : SCHOLAR WARRIOR SPRING 2023 pages-44-53
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https://www.ddpmod.gov.in/artificial-
intelligence-defence



FOOD FOR FURTHER THOUGHT ON AI
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CYBER SECURITY

• Social Network Analytics

• Deepfakes

• Recent Cyber Crimes

• Cyber Hygiene
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SOCIAL MEDIA PENETRATION

INDIA – Q3 2023 WORLD USERS – JAN 2024

millions
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SOCIAL NETWORK ANALYTICS (SNA)

• Definition - Gather and find meaning in data aggregated from social 
channels to support operational decisions — and measure the 
performance of actions based on those decisions through social media

• Scope – Beyond numerical metrics such as likes, follows, retweets, 
previews, clicks, and impressions gathered from individual channels

• Methodology - Data Retrieval is Keywords or topics based - through search 
queries or web ‘crawlers’ that span multiple channels across time 
zones and geographical regions 

• Backend Technology - Specifically designed software platforms - 
similar to web search tools employed – based on probability theory and
statistical methods

• Analytics Process - Fragments of returned text are loaded into a database, 
categorized and analyzed to derive operational deductions
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SOCIAL NETWORK ANALYTICS

https://twitter.com/RALee85/status/1610018005462749190?s=20
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PERSONAL DATA PROTECTION REGULATION IN INDIA
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WHEN AI MEETS THE REAL  : MBIFL ‘24 – 10 FEB 2024

https://youtu.be/1oxBIWXYWPg?si=K9QvZVjxonIw7zl_
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REFINEMENT OF DEEPFAKES 
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RECENT CYBER CRIME NEWS
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RECENT CYBER CRIME NEWS
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https://cybercrime.gov.in/Webform/dailyDigest.aspx
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COMPUTER SAFETY TIPS
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FINANCIAL TRANSACTIONS – SAFE PRACTICES
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MOBILE PHONE SAFETY
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MALWARE PROTECTION
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THANKYOU
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